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Barracuda Content Shield

Protect your users and your organization with premium web

content security.

Securing traffic to and from the web is critical—but not all web security solutions

are designed for the era of cloud-connected services, remote workers, and widely

distributed networks.

Barracuda Content Shield Plus is a cloud-based service that combines robust

content filtering, file-based protection, granular policy enforcement and reporting,

simple centralized management, and real-time threat intelligence to protect your

users, your organization, and your brand. Its proxy-free architecture ensures

minimal latency. Barracuda Content Shield delivers advanced web security with a

more limited feature-set.

Robust content filtering

Content Shield provides advanced DNS filtering and URL
filtering that’s always up to date, and uses agent-based filtering
to ensure remote users are fully protected even when they are
off the network.

Real-time threat intelligence

The solution leverages Barracuda’s unmatched real-time threat
intelligence network, along with live heuristic analysis, to ensure
that downloaded files, endpoint files, and other traffic are free of

malware and other emerging threats.

Centralized management and granular reporting

Content Shield gives you at-a-glance visibility into individual
users’ status and activities, and creates customized alerts of
malicious threats. Highly flexible and customizable reporting
options make it easy to document outcomes, identify high-risk

individuals, and more.

Blanket policy enforcement

Content Shield Plus makes it simple to define global, local,
group-based, time-based, and individual policies, and enforces
those policies transparently across all users and devices, on- or
off-network. Optimize your bandwidth by limiting access to non-
work-related sites and services.
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Feature Comparison

FEATURE ‘ CONTENT SHIELD ‘ CONTENT SHIELD PLUS
Easy setup v V.

Protection from web-based threats v
Web content filtering v
Endpoint malware protection

SSL inspection

Heuristic file analysis

Policy based on individual user

Reporting based on individual user

Remote user support
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LDAP/Azure AD support

Get at-a-glance visibility into blocked threats and website categories. See all your agent-deployed endpoint assets and drill down
for endpoint status and OS information.

Create custom alerts and block pages.
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